We have been witnessing a formation of a new technological marvel: Internet of Things. The Internet of Things (IoT) is driven by an expansion of the Internet through the inclusion of physical objects combined with an ability to provide smarter services to the environment as more data becomes available. This construction is able to combine in a particular operational entity all the bits and pieces of the world around us. This concept has been able to be integrated into various fields which includes the health care sector, transportation sectors, smart cities and various areas of human endeavor to make life a better and easy place for mankind. Hence, it is important to understand how to build IoT applications that are dependable and deliver what they are need to deliver. This paper explores dependability issues in Internet of Things applications by analyzing what is currently in the literature and conceptualizing the requirements of dependability in IoT application irrespective of their sizes and domain application and finally argues an importance why the issues of dependability needs to be explore and addressed in IoT applications
INTRODUCTION
One of the most recent developments and much discussed topic in the area of computer science, communications and engineering is the Internet of Things (IoT). The IoT represents a vision in which the internet extends into the real world embracing everyday objects where the physical items are no longer disconnected from the virtual world, but can be controlled remotely and can act as physical access points to the internet services. The IoT is a network of physical objects which are embedded with software, sensors, electronic devices and connectivity that enable objects to collect and exchange data over the network [1] . These objects, also known as "smart" objects can be sensed and controlled remotely across existing network infrastructure that creates opportunities for more direct integration between computer-based systems and the physical world.
This emerging communication paradigm leads to great opportunities for new applications. Despite this positive prospect there are currently many unresolved issues that needs to be addressed in order for the IoT applications to reach their full potential. One of this such issues, is the issue of dependability. According to [2] for the Internet of Things to become a reality it must provide dependable and real-time information in line with the environment and with a probability that the system is working properly with no occurrence of failures in its operation [3] , [4] . This paper presents an initial investigation into this important issue, identifies gaps in the literature and proposes a framework for dependability requirements in IoT. The rest of the paper is organized as follows: section 2 presents the state of the art followed by discussions on the dependability in general and in relation to IoT applications. Section 4 … and section 5 provides concluding remarks together with describing our future directions.
STATE OF THE ART
IoT is believed to have a tremendous potential to meet the information-processing demands of smart environments by integrating heterogeneous service models and devices into a cohesive system [5] . The integration, however, also aggravates the complexity of design and deployment, and brings new challenges for security and dependability of IoT. Both research and practical aspects of security and dependability considerations in IoT are of great interest to the IoT research community.
The research of [6] , stresses that dependability of IoT systems is of paramount importance therefore the IoT network infrastructure must ensure reliability, security and privacy by supporting individual authentication of billions of heterogeneous devices using heterogeneous communication technologies across different administrative domains. Reliable energy-efficient communication protocols must also be designed to ensure dependability [6] . [7] Points out that despite its high degree of applicability, the IoT still faces some challenges and one of the most challenging problems is its dependability which are in broad terms security, reliability and availability of the system in operation [7] , [ 8] . Furthermore, [9] also predicted that considering the size of the IoT that there will be likely be 50-100 billion devices connected to the internet by 2020 with well know reusable solutions but might subsequently encounter the problem of dependability in its operation. Hence, [10] stress the need to elaborate on how the resultant of the dependable access to the infrastructures can be exploited to enhance dependability of the IoT critical Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components of this work owned by others than ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. Request permissions from Permissions@acm.org. ICC '17 infrastructures to produce the required results by means of probabilistic analysis, simulation and experimental demonstration [10] .
The dependability issue is also highlighted in the Weiser's vision of Internet of things and ubiquitous computing. The author later argues that with many embedded devices distributed in everyday environments the dependability and reliability of applications are issues that have to be addressed.
[2], [11] . Furthermore [12] insist that IoT applications should be able to provide dependable services that can be justifiably trusted and a system that can be relied upon under a defined functional and environmental conditions over a determined period with any or no occurrence of failures in its critical operation.
Related Work
Research on dependability issues in IoT is still at its infant stage considering that IoT as a concept is still developing. However, there is an absolute need for the issue of dependability to be highly addressed considering the current trends and advancement in IoT applications and vision and it impact on the future scenarios.
There have been a number of attempts to analyze, understand and address the dependability issues in IoT [13] , [14] , [15] . A dependability evaluation tool developed by [16] targets hardware faults and communication link failures allowing application developers to assess potential network failures and plan or mitigate them during the design stage. These authors, in their later work [3] , also looked at using mathematical models based on Markov Chain to help with the identification of reliability and availability of IoT applications at the planning stage. In both attempts, however, the focus was on networked devices although the ideas were suggested to be extendable to other components of the IoT applications.
Research on dependability demands in IoT conducted by [14] highlighted the importance of understanding of new set of requirements for dependability for the IoT applications and concluded that "A systematic guideline is desired that support a system designer in choosing a subset of the available building blocks and combining them in a way that best fits the application requirements". The authors argued that the documented knowledge on the dependability in Distributed Systems needs to be expanded and new insights have to be obtained in order to build dependable IoT applications [14] .A related piece of work by [16] presented reliability in IoT in a broader sense and highlighted that reliability requirements have to derive from accurately assessing all the major components of the IoT applications. Therefore not only hardware, link and transport layers but also applications and system architectures have to be given consideration when identifying reliability requirements in IoT [16] The study in [17] 
Furthermore, the current literature analysis confirms that dependability and related attributes such as reliability, security, fault tolerance and others need to be further investigated and addressed in relation with the IoT applications. Although the research community engaged with the dependability issues in IoT is growing the fundamental question of what is dependability in IoT applications has to be answered [7] . There are many definitions of dependability for computer systems including centralized, distributed or parallel systems but a detailed understanding of what constitutes a dependable IoT application needs to further explored. Table 1 provides summary of the discussed related work. 
Approach
A system that can be relied upon under defined functional and environmental conditions over a determined period [7] .
Reliability -Availability.
Proposed a dependability evaluation tool for IoT applications considering hardware faults and permanent link faults. Has not been fully implemented and validated yet.
The ability of a system to fulfill their tasks autonomously as required [14] availability Proposed a framework to identify, choose and combine existing concepts for dependable distributed systems for IoT. This framework has not been fully implemented and tested yet.
The ability of a system to avoid failures in critical services [3] 
UNDERSTANDING OF DEPENDABILITY IN IOT APPLICATIONS

Dependability
Dependability is the ability of a system to deliver service that can trusted and critical failures in its operations could be avoided [12] . More specifically, systems that can avoid frequent and sever failures are known to be dependable. Dependability is defined as a non-functional requirement of a system and is measure based on five attributes such as: Availability, Reliability, Safety, Integrity, Maintainability, and in some cases, additional attribute such as Security [12] , [18] . A number of widely used modeling techniques have been used to both model and assess systems dependability but they yet to be tested for the IoT applications.
In order to fully explore what dependability might mean in IoT applications it is necessary to look at other similar concepts in the literature. However the goals and threats associated to each concept are very similar to the overall goal of dependability and could be measured using dependability attributes ( fig.1 ).
Figure 1: Dependability related concepts and attributes.
These attributes therefore can be used to assess dependability both during the design and maintenance of computer systems. With regards to IoT applications that vary in size and complexity and operate in heterogeneous environments these attributes will not carry the same weighting when assessing the dependability. Some attributes might have higher priority than others depending on the purpose of an IoT application. Therefore rather than measuring every application against the full set of attributes it is proposed that a more targeted approach could be developed based on a detailed understanding of size and nature of IoT applications.
IoT Applications and Architectures
IoT applications are getting integrated into various aspects of human lives with the Health care sector, smart cities and transportation to name a few being very keen to utilize IoT to its maximum strength. Regardless of in what sector IoT applications are being deployed they come in various sizes and complexity.
Understanding of architectural models used, size and criticality of each application will have a major impact on assessing and acquiring dependability requirements. In this work in progress project has so far the IoT applications have been analyzed in terms of their architecture and size and a fundamental model of the major components and scale of the application has been documented. The model was then deployed against the dependability attributes with the view that it would form a bases for identifying priorities and criticality of attributes when gathering dependability requirements for the IoT applications.
Various application architectures available in the literature [15] , [19] , [ 20] , [21] have been analyzed and a generic IoT architecture with four essential components has been constructed ( 
DEPENDABILITY REQUIREMENTS ANALYSIS
The proposed dependability requirements assessment tool has not yet been fully validated. However as part of the development process we analyzed numerous IoT application of different nature and size and the initial findings show that all 5 attributes of the dependability (as defined in distributed and other types of systems ) are very relevant in all types of IoT applications (Table 2) . However, the priorities, and weightings of each attribute in relation to the scale of the application need to be further investigated and established. 
Furthermore we also argue that each attribute has to be carefully assessed against the architectural components of IoT applications and when combined with the scale of the application the following matrix can be used to assess the relevance and weighting of each dependability attribute when designing and building IoT applications.
Figure 4: Dependability Requirements assessment model
Initial analysis demonstrates that using this approach will provide developers with a precise tool for the requirements assessment and analysis. However it is our intention to fully test and validate this model based on the experiments.
What we can report so far is that what constitutes dependability in generic computing and distributed systems is an important factor to be considered in IoT applications considering their prospects in the future. If this dependability requirements are not fully understood and met in the IoT applications whether small, medium or large applications in various domains from smart cities to smart healthcare, irrespective of the application domain the whole concept will be a failure.
CONCLUSIONS AND FUTURE WORK
This short paper provided an overview of dependability issues in IoT applications. It presented current state of the art and discussed the importance of dependability assessment and delivery in IoT application which has not been fully resolved yet.
Our work has investigated these issues and proposed to start assessment of dependability in IoT from the initial attributes of the dependability as understood and documented for general computer systems. For the dependability requirements assessment we proposed to decompose generic IoT architecture into components and together with the scale of the applications assess the priorities and criticality of each dependability attribute. The model we have presented in this paper is its initial stage of development and it is intended that in the future we will present a fully validated version of it. Future work includes an in depth evaluation of each attribute against the proposed components and validation of the model. 
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